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Abstract: Exploiting Modification Direction (EMD) is a technique to hide secret data into digital
images whereas wet paper coding is a technique for hiding data into specific pixels called dry
pixels. In our scheme, we combined both the techniques. Before embedding, we classify image
pixels into wet and dry pixels using location mapper that is shared between sender and receiver
and then we embed secret data on each dry pixel using EMD technique. The experimental results
show that our scheme provides high embedding capacity as compared to the earlier techniques.

1. INTRODUCTION

Since the rise of internet secure data
transmission has been a significant problem. The
early approach was to secure communications is
via data encryption. In data encryption, the
content of the message is kept secret whereas
sometimes the existence of message is also need
to be kept secret. The techniqgue used to
implement this is called steganography.
Steganography is a technique for hiding secret
message into some other medium in such a way
that no one can detect the existence of the hidden
message. The word steganography is basically
derived from two Greek words[1]: Steganos and
Graphie, which means covered writing.
Therefore steganography is a technique of hiding
secret and confidential message in another media
such that no one apart from the intended
recipient can even detect the presence of the
hidden message.

The main goal of the steganography is to
hide messages inside other messages in such a
way that it does not allow any eavesdroppers and
attacker to even detect that there is a second
secret message present inside that message [2-
12].

One way for improving security of the
Steganographic system is to reduce the amount
of changes introduced in the cover object due to
embedding secret data ie. increasing the

embedding efficiency of the Steganographic
system. Various techniques were designed for
this purpose. EMD(Exploiting Modification
direction) is one those Steganographic
techniques that leads to higher embedding
efficiency as compared to other techniques such

as run length encoding[13] and matrix
encoding[14].

In 2006, Zhang et al in [15] proposed a
techniqgue that exploits the modification

directions, called EMD technique. EMD is a
method of steganography embedding in digital
images in which each secret digit in (2n+1)-ary
notational system is carried by n cover pixels and
only one cover pixel is either increased by one or
decreased by one or remain same. In general, for
each group of n cover pixels there are 2n
possible ways of alteration. These 2n ways of
modification and one case in which no pixel is
changed form (2n + 1) different values of a
secret digit. The direction of modification of
cover pixel is fully exploited that’s why it
achieves high embedding efficiency as compared
to other techniques.

In WPC [24], all the image pixels are
firstly classified into wet and dry pixels and the
information is embedded only to the dry pixels.
The idea of WPC came from the idea of a paper
passing through the rain which results into some
wet and some dry portions, and only dry portion
of the paper can now be used for writing. Hence
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only dry pixels of the image, which are called
embeddable, can only be used for hiding secret
and the wet pixels are called unembeddable. For
defining wet and dry pixels, a location mapper is
used and secret information is embedded only to
the LSB of the dry pixels. Receiver extracts the
hidden data from the same pixel locations by
using the same location mapper that is pre-shared
between sender and receiver.

Various modification of EMD have been
proposed in [16-23]. In 2008, Byun et al [17]
proposed an improved EMD technique that
provides more embedding capacity for hiding
secret data in cover image while maintaining the
high PSNR value as compared to Zhang and
Wang’s[15] methods . In this paper, we combine
the concept of high capacitive EMD and WPC
together to define a new steganographic
technique. In our proposed scheme a secret
location mapper is used to define the wet and dry
pixels of the image. The capacity of our
proposed scheme is better than that of the
scheme proposed by Chang et al [18]. And also
for the same message length the PSNR value is
better than Chang et al [18] scheme.

2. THE PROPOSED SCHEME

In the proposed scheme, WPC and EMD
techniques are combined together. The extraction
formula that is used for EMD is given as follows:

r = p; + x(mod(2n + 1)) (@)

The embedding and extracting procedure for the
proposed scheme is given as follows:

A. The Embedding procedure

Step 1. The cover image is divided into 2
categories of wet (unembeddable) and dry
(embeddable) pixels using secret location
mapper as shown in fig. 1.

Step 2. The secret data represented in a binary
bitstream b,b, by is converted into sequence of
digits d;d,.._dn/s in 8-ary notation.

Step 3. For i=1 to N/3 {Select a pixel from the
image. If the pixel is classified as unembeddable
then we ignore that pixel and move to the next
pixel otherwise we apply extraction formula on
that by using (1). If the resultant value r is same
as secret digit d;, then no change will be required.

If both values are not same, then pixels value is
changed with smallest distortion to make the
resultant r to become equal to the secret digit d;.}

191 10| 19| 10
21 [ 17 | 21| 17
21 (11| 20 | 13
18 | 18 | 21| 20

(@) Cover image

19| 10| 19| 10
21 | 17 | 21 | 17
21| 11| 20 | 13
18 | 18 | 21 | 20

(b) selection channel
of (a)

Fig. 1 An example of wet and dry pixel classification

B. The Extracting procedure

Step 1. At receiver side, the stego image is
divided into 2 groups of wet and dry pixels using
the same location mapper that is pre shared
between sender and receiver.

Step 2. For i=1 to N/3 {A pixel is selected from the
stego image. If the pixel is wet then we ignore that
pixel and select the next pixel. If the pixel is dry, then
the secret digit d; is obtained by applying the same
extraction formula defined in (1).}

Step 3. The secret digits d,d, _dy/s are converted
back from 8-ary notation to bitstream byb, by in
order to obtain the secret data.

3. EXPERIMENTAL RESULTS

(@ Mandi
(128x128)

(b) Mandi
(256x%256)

(c) Mandi
(512x512)

Fig. 2 Three test images
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(b)stego image
(131 kb)

Size=256x256

PSNR=49.8019

(@) stego image
(32 kb)

Size=128x128

PSNR=49.7987

(c) stego image
(526 kb)
Size=512x512
PSNR=51.4470
Fig. 3 Stego images with different hiding capacities

For our experiment, we have taken three
sized images as shown in fig. 2(a), 2(b) and 2(c)
respectively. Different hiding capacities of these
images are shown in fig. 3(a), 3(b) and 3(c)
respectively. As the hiding capacity increases,
visual quality of image decreases whereas the
difference between cover images and stego
images are not more that the changes in the
stego-images are imperceptible to most users.

Table 1 shows the experimental results of
hiding capacities of our proposed technique and
the scheme proposed in [18]. From these results
it is clear that our technique provides high
embedding capacity as compare to the technique
proposed in [18] while maintaining reasonable
PSNR value.

Table 1. Comparison of hiding capacity (kb) of our
scheme and Chang et al scheme [18]

Table 2 shows the experimental results of
PSNR value for different capacities of data.
From this table it is clear that as the hiding
capacity increased, the visual quality of our
proposed technique gets increased slightly than
that of Chang’s scheme [18].

Table 2. Comparison of PSNR valuedB) of our

scheme and Chang et al scheme [18]

Hidi ng proposed Scheme[18]
capacity scheme (s=3)
(kb) (dB) (dB)

90 57.4434 57.4592
128 55.9257 56.0060
192 54.2446 54.2165
256 52.9734 52.9507
362 51.4470 51.4310

Images
Techni Mandi Mandi Mandi
ECNNIGUES 1 (128 x128) | (256%256) |(512%512)
(kb) (kb) (kb)
proposed 32 131 526
scheme
Scheme[18]
€2 15 60 241
Scheme[18] 29 9 362
(s =3)
Scheme[18] 30 120 482
(s =4)

4. CONCLUSION

From Table 1, we observe that the hiding
capacity of our proposed technique is greater
than that of the technique proposed by Chang et
al in [18]. And from Table 2 it is also clear that
our proposed technique provides reasonably
good visual quality and the stego-images look
like the cover images to the naked eye. The
technique also provides security because attacker
will not be able to extract the secret data without
know ledge of the secret location mapper.
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