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Abstract: In this research, an enforceable security policy model which can prevent the browser from
visiting malicious URL was designed, simulated, and evaluated. This is with a view to enhancing
security performance of browsers. The main aim of this study is to develop enforceable security
policies for browsers and specific objectives are to design a malicious detection model, implement
the model and evaluate the performance of the model. The model was designed using the Petri-net
model and also, in the study, browser hound (Bhound) was designed and simulated using the string-
matching algorithm which serves as a control measure to check for URLSs similar to the filters stored
in the local storage. String matching algorithm was employed for the compromised URL detection
model and the model was evaluated using performance metrics; such as accuracy, precision and,
recall rate. The results of system simulation were found to have a 91.2% overall detection rate,
90.0% precision, 28.8% false-positive rate, and 86.0% classification rate. The software development
model adopted was a scrum, and the implementation was done using JSON, JavaScript, and
hypertext mark-up language (HTML). This system developed is capable of enhancing browser

security and could as well handle typosquatting which is one of the schemes used by attackers.

1. INTRODUCTION

A web browser is described as an application for
accessing, presenting and navigating web
document or information on the internet. The
primary purpose of Web browsers is to allow
users to locate, retrieve and view content on the
Web available in different formats e.g., HTML
based Web pages, files, images, videos, and
audios. Web browsers are also used as clients to
update and maintain Web applications that run on
top of the browsers. However, as the amount of
sensitivity usage increased, concerns about
security fraud and attacks became important. Due
to the widespread availability of internet access, it
is very easy for attackers to obtain many clients
(and even host) connections and addresses, and
use them to launch different attacks, both on the
networking itself and on other hosts and clients
[8]. While surfing the Internet using a known
Uniform Resource Locators (URLS), it is easy to
visit sites one think are safe but are not due to

malicious threat attached to it.

URL is an avenue by which users identify and
access resources on the internet through the web
browser. [16]. Uniform Resource Locators
(URLSs) are tools used to locate Web sites and
individual Web resources on the internet just as
filenames are used to locate files on a local
computer. A system that is not protected using
appropriate security controls can be infected with
malicious software which can allow anyone to
breach into other network devices and access
information. Malicious URLs and infected
websites are the roots of such threats. Any
malicious URL can be said to be a compromised
one that usually result into downloading of
website threats and compromised accounts. URL
is an identifier that uniquely allows resources and
also as a global locator of documents and other
internet resources web [20]. A URL typically
contains two parts protocol nhame and the domain
name or IP Malicious URLSs account to one-third
of total URLs that exist. Naive users of the
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internet are the primary targets of such sites. Most
frequent attacks tend to be drive-by download,
phishing, and social engineering, and spam as
these pose threat to the security of cyberspace.
Drive-by download is a harmful computer
program that is installed on a user's system
without the user's consent or permission. Phishing
and social engineering attacks use compromised
websites to seek personal information by acting as
a trustworthy organization. Spam can be a
dangerous source of threat and is a part of a
phishing scam. Other ways of compromising
websites include the installation of malware
programs that typically connect to a command and
control (C&C) infrastructure [31]. In this fashion,
the infected hosts form a botnet, which is a group
of internet-connected devices infected by
malware that are under the direct control of
cybercriminals. The information on the web is
compromised as malicious content by the
cybercriminals as a means to distributing
malicious computer programs. In recent times,
drive-by-download are mostly used to
compromise the identity of a large number of
users [17].

This technique involves an attacker who
developed malicious scripting programs using
client-side technologies usually JavaScript for a
certain vulnerability in a web browser or
browser’s plug-in. This scripting program is
injected into the compromised web page or
otherwise hosted on the webserver controlled by
the hackers. When a malicious web page is
visited, the scripting program is executed and the
user’s computing device is infected with malware.
The drive-by-download methods have been
extensively used as a means to compromising web
pages. Among many other ways of compromising
websites is an entrance through the vulnerability
of the content management software (CMS) such
as Blogger, Joomla, WordPress, or custom
software; it can also be through the disposal of
administrator credentials to such hackers or
attackers [4].

The compromised websites are used for hosting
malware, URL redirects, hosting phishing, spam
pages, and pornography while some of the
compromised websites are targeted at vandalism.
This vandalism is carried out by competitors of
the site owner with the motive of embarrassing the
site owner or for hacktivism. The ones targeted at
vandalism are done in such a way that the activity

can be easily detected by visitors and the site
owner while others are not easily detected because
of the motive behind the operation (using
legitimate websites to carry out illegitimate
activities). To eliminate these criminal acts, many
approaches to the solution of these problems have
been documented. In this study, an automatic
detection of malicious URL model was proposed
and the model developed was capable of detecting
the malicious URLs by building a browser
extension and loading blacklisted and whitelisted
sites on it.

The rest of this paper is arranged as follows.
Related work described in Section 2. Section 3
describes the materials and methods used to
develop the work. Result and discussion were
discussed in Section 4. Section 5 concludes the

paper.
2. RELATED WORKS

Many approaches to the detection of malicious
URLs have been proposed and documented.
These approaches are grouped into four which
include Blacklists, content-based classification,
URL-based classification, and feature engineering
approach [13]. The blacklist method uses the
details of malicious free URLs to filter the
incoming URL. The content-based classification
identifies the malicious URL using the layout of
the page. The URL-based uses the background
information of the URL [22]. The feature
engineering approach extracts the features for a
specific algorithm [13]. [25][26] employed
machine learning techniques to detect phishing
websites. The features of the phishing website
were blacklisted and the database was generated.
The study adopted a rule-based method to classify
the URL based on some of the features such as IP

address, domain identity, security, and
encryption, etc. [21] adopt URL ranking
techniques to detect URL phishing. The

classification of the URLs was done by
categorizing their lexical with online on real-time
bases. [29] did not construct a classifier but
offered an orderly creation of Malicious URL
detection from a machine learning perspective,
and then detailed the discussions of existing
studies for malicious URL detection, particularly
in the forms of developing new feature
representations, and designing new learning
algorithms for resolving the malicious URL
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detection tasks.

[2] worked on the review of malicious
web page detection considering classification
techniques. The study provides knowledge on
malicious website, including its vulnerability.
Various feature extraction techniques were
highlighted and discussed. In a related work of
[10], state of the art survey of the malicious web
page was considered. The study grouped the
detection techniques into three categories namely;
static, dynamic and hybrid approaches. The
problem relating to each approach was discussed,
and also limitation of various methods were
analyzed. In the work of [11] numerous new
arrangements were allowed to recognize phishing
websites. These arrangements were created based
on the URL of the webpage. The accuracy of this
method may be increased by using some more
features. [1] considered features as a means for
classification of phishing website. The work
employed Adaptive Neuro-Fuzzy Inference
System combined with support vector machine for
the detection and protection process respectively.

In the work of [12], the efficiency of
machine learning approach was evaluated. The
work employed bio-inspired algorithm for feature
analysis and use particle swarm optimization for
optimizing the URL features. The study evaluated
its performance by comparing with other machine
learning and concluded that Naive Bayes and
support vector machine have better performance.
A phishing-list of popular words that are highly
indicative of phishing attacks was also
constructed and used. The experimental results
reveal that features based on word segmentation,
phishing-list, and numerical features (e.g., URL
length) perform better than all other features, as
measured by misclassification and false-negative
rates.

[19] proposed the detection of malicious
URLs such as spam, phishing, malware and
defacement URLSs using different lexical features.
A precision value of 92.6% was obtained for
multiclass classification of phishing URLs
legitimate URLs only. [30] proposed URLDeep, a
deep architecture by CNN. The obtained results
show a better classification accuracy in using
lexical features to analyze the URL. [5] mainly
focused on the elimination of blacklist by using
Random Forest algorithm for the classification of
malicious and benign URL. By eliminating
blacklist, database containing existing malicious
URL may be generated.

From the above-reviewed works, it was found that
greater number of the work had focused and
limited to signature-based URL detection
systems. The limitation of this technique lies in its
inability to handle issue of typo-squatting. In this
study, Browser hound (Bhound) was developed
using the string-matching algorithm capable of
handling typo-squatting efficiently.

3. MATERIALS AND METHODS

This section discussed various materials and
methods employed for the implementation of the
design of the proposed compromised URLS
detection model.

3.1 PETRI NETS MODEL DESIGN

The Petri Nets (PN) was used to design the model
operations of the system. The model as shown in
Figure 1 represent a Condition or Events nets. The
place Pi(token) which is an input to the model are
placed on the condition (entered URL) which can
either be malicious or benign. The transition state
t; represents the URL matching process which
confirms the status of the URL. The places P2 and
Psrepresent classified URL (malicious or Benign)
the activities modelled by the two transitions t;
and tz run concurrently. The transition t;
represents the event of load condition and t;
represents the failed condition. Place P4 loads the
condition. A
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Figure 1: Petri Netz Graph for Malicious Detection Model

Marked PN is a quintuple (P, T,I,0, M ) where:
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P = {P,,P;,P;......B,,} is the set of n,, places
(drawn as a circle in the graphical representation)
T = {t;,ty ,t3 e eee.. ty;} is the set of ny
transition (drawn as bars).

I is the transition input relation and is represented
using arcs directed from places to transitions.

O is the transition output relation and is
represented using arcs directed from transition to
places.

M= {m;,my,m; ... My} is the markings.

¢ id,dateadded, sl url status,threat,tags, srihaus ok rarartar

Figure 2. URLhaus Malicious URL Samples

The generic entry m; is the number token.

The Input/output function is given in Equations 1-
6. Equation 1 is the list of all places in the model
while Equation 2 lists all transition state. In
Equation 3, transition t; has P; as input and output
to transition t; has P, P5. The input to transition t,
is P, and transition t, has P, as shown in Equation
4. In Equation 5, input to transition t5 is P; and its
output is P;. Equation 6 indicates the available
elements in the model.

228654

Figure 3. Openphish Phishing URL Samples

P = {P1'P2»P3'P4} (1)
T = {t,t5,t3} 2
I(ty) = {P1}
0(t11) = {P2;3} @)
I(tz) = {PZ} (4)
5= )
I(t3) = {P.
0(tn) = {Py) ©
M, =(1,0,0,0) (6)

To evaluate the production of the
reachability set of the PN of Figure 1 given the
initial marking M; = (1,0,0,0). In M, the only
enabled transition is t;, firing t; removes the
token from P; and put a token on both P,P;
producing the new marking M, = (0,1,1,0). In
M,, the transition t, and t; are both and can fire
concurrently. Firing of t5 leads to M3 = (1,1,0,0)
and subsequent firing of t, leads to M, =
(1,0,0,1). With this, all possible firing has been
examined and the reachability set R(M;) of
Figure 1 turns out to contain 4 elements
My, M,, M3, M,.

3.2 DATA COLLECTION

Three classes of data were collected: URLhaus,
OpenPhish, and Moz Trusted URL respectively.
In total, three thousand (3000) data were
collected. One thousand (1000) datasets were
collected from the Urlhahus Malicious URL
database which includes the date and the status of
the URL. These datasets were loaded in the
blacklist filter for further processing. Also, one
thousand (1000) datasets with URL names were
collected from OpenPhish, which are used for
zero-day phishing sites to determine a real-time
threat. The dataset was loaded in the blacklist
filter for further processing. Likewise, for Moz
Trusted URL, one thousand (1000) datasets with
trusted sites were also collected and these datasets
were loaded in the whitelist filter for further
processing. Samples of the URLhaus Malicious
URL and Openphish Phishing URL are shown in
Figures 2 and 3 respectively.

3.3 DESIGN PROCESS AND BROWSER
INTEGRATION

A user needs to enable the Chrome extension to
use Browser Hound. If the extension is enabled, it
will get the URL and call the detector. The
detector is hosted on the Chrome extension store
within a directory, which contains all necessary
files used to run an extension, such as
manifest.json, popup.html, JavaScript file, and so
on. Also, the detector in the background processes
the URLs, classifies the file as malicious or
benign, and returns the response to the Chrome
extension. However, if the result is malicious, the
user will be notified. Manifest.json file contains
all the details required for the extension like name,
description, permission required, browser actions,
and version, and other necessary details. Once the
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developer mode is turned on, it will enable an
option to load the extension files. Figure 5 shows
that the extension package was fully loaded and
integrated. The toggle button can be selected to
initialize or stop the process, and use the “details”
option for the extension details, such as version
number, size, and author.
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Fig. 4. Flowchart diagram for the proposed design

3.4 MALICIOUS BHOUND DETECTION

The malicious Browser hound detection model is
proposed for the detection of malicious URLS in
the cyber environment. The model employed
Sublime text, JavaScript Object Notation (JSON),
Hypertext Mark-up Language (HTML), and Text
file. JSON was used for a data interchange format
for configuring Bhound, JavaScript, and HTML
were used as client-side technologies while Text
file was employed as electronic text to store URL
datasets with the computer file system.

As shown in Figure 4, the URL of a
typical website is an input to the developed model.
The model tries to check the status of the URL
after comparing it with the template to know if it
is clean and if found benign, it will be allowed to
launch and added to the Whitelist. But if the URL
status is malicious, it will be blocked and added to
the Blacklist to update the database. Also, if the
status is unknown, it will be subjected to further
investigation and after this process, if found
benign, it will be added to the Whitelist to update
the database. The whitelist filter stores non-
malicious uniform resource locators (URLS) on
local storage. This feature also allows non-
malicious URLSs to be manually added to the local

storage. Also, the blacklist filter content can be
manually updated with malicious URLSs. It also
allows manual editing of a particular filter in the
local storage including removal of a selected filter
from the local storage manually. Importing filters
from text file helps to input multiple data (filters)
from a text file into the database and export filters
as text file helps in extracting data (filters) from
the local storage. The filters are extracted as text
files, which can be used to model another system.
Filters can be sorted and the system can be set to
select a default action to take for sites in the filters.
A blocking time can be scheduled with enabling
or disable blocking mode which serves as a switch
that enables the system to work on the browser.
Password protection can be enabled with
automatic enabling on the browser startup.

4. RESULTS AND ANALYSIS

The model was simulated and processed on 8GB
of RAM, a 2.3GHz processor machine using the
model developed in this study. For the purpose of
the implementation of this model, Sublime text,
JavaScript Object Notation (JSON), Hypertext
Mark-up Language (HTML), and Text file were

used as implementation tools. In this study, 70%
of the samples of data collected were used for train
and 30% were used for testing. The trained
datasets were processed and integrated into the
Bhound on the web browser. Figure 5 shows the
page where Bhound was integrated into the web
browser. Figures 6 and 7 show a page when
Bhound detection model restricts a URL from
launching and allowing a trusted URL to launch
respectively. The performance evaluation of the
model was done using precision rate, recall rate,
and accuracy which are defined in Equations 7, 8,
and 9. Table 1 shows the confusion matrix table

for the overall detection process. The accuracy of
the model was recorded for each malicious
detected and the overall detection rate for the
selected samples was retrieved using the
confusion matrix. The analysis of the result
obtained was represented using bar chart as shown

in Figure 8.
Tp

Precision — .
recision T+ F 7
Recall = — 8
eeatt = Tp + Fy ®
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True positive (Tp): Intrusions that are
successfully detected by the IDS. This refers
to URLs which are malicious and actually
predicted malicious i.e. 160. Examples:
www.secure.login.aliexpress.com.coin-
balance.com,
www.stdyrusschinetwomast.dns.army,
www.new-payee-confirm-security.com.
False positive (Fe): Normal/non-intrusive
behaviour that is wrongly detected as
intrusive by the IDS. URLs which are not
malicious and actually predicted as malicious,
i.e. 40. Examples:

www.sriglobalit .com,

www.sunbayhotel.vn

True Negative (Tn): Normal/non-intrusive
behaviour that is successfully labelled as
normal/non-intrusive by the IDS. URLSs
which are not malicious and actually
predicted not malicious, i.e. 62. Examples:
www.google.com, www.youtube.com,
www.yahoo.com

False Negative (Fn): Intrusions that are
missed by the IDS, and detected as normal /
non-intrusive. URLs which are malicious
and actually predicted as not malicious
i.e. 38. Examples: www.newpayees-
update.com, Figure 6. Bhound blocking a Malicious URL
ww.activacionesdeproductos.com

Table 1. Confusion Matrix

Actual Predicted Predicted
(200)
Attack Attack Normal
160TP 38FN Go gle
Normal 40FP 62TN

Figure 7. Bhound allowing a trusted URL
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MHumber of URLs Used for
Evaluation

Figure 8. Result analysis of Malicious URL Detection Model

5. CONCLUSION

In this research study, an enforceable
security policy model that the browser must
follow in its operation in form of malicious
URL detection was developed. It uses a string
matching algorithm which stands as a
measure to check for URLs similar to the
filters stored in the local storage. It is
enforceable because the model carries out
some background mandatory investigations
and authorization before executing any
instructions from the user. It also a way of
making web application and browser more
intelligent in averting cyber threat such as
SQL command injection and cross-site
scripting which could wreck havoc on
computer system and information stored on it.
This system developed was also capable of
handling the issue of typo-squatting
efficiently, which is one of the schemes used
by attackers. The model employed Sublime
text, JavaScript Object Notation (JSON),
Hypertext Mark-up Language (HTML), and
Text file. JSON was used for a data
interchange format for configuring Bhound,
JavaScript, and HTML were used as client-
side technologies while Text file was
employed as electronic text to store URL
datasets with the computer file system. The
performance evaluation result obtained
showed that the model is capable of detecting
malicious threats in the web URL. The main

benefit of the proposed model is its ability to
update the blacklist and whitelist contents,
thereby enhancing the efficiency output of the
model.
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