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Abstract: The quality of medical services that patients can receive in a certain hospital depends, to a large 

extent, on medical technologies available, more precisely on their performance and efficiency. In this 

context, equipping hospitals with equipment advanced technology can represent, among others, a relevant 

indicator in terms of the disease screening and prevention process. The primary techniques for 

automatically identifying medical devices in a hospital are the focus of this research work. The study 

examines the Barcode, RFID tags and Smart Card methods and the most efficient approach is chosen based 

on multicriteria analysis. 

 

 

1. INTRODUCTION 
 

With the development of IoT (Internet of 

Things) technologies, industries such as 

healthcare seem to be turning their attention to 

internet-connected devices capable of collecting 

and acting on data [1], [2]. IoT is extremely 

beneficial and practical, especially in complex 

work environments such as hospitals. To prevent 

mistakes, IoT tracking devices can be used for 

real-time location tracking (RTLS) of medical 

equipment such as mobile tablets, wheelchairs, or 

various monitoring equipment (defibrillators, 

nebulizers, oxygen pumps, etc.) [3]–[5]. The 

deployment of medical staff at different locations 

can also be analyzed in real time. A busy hospital 

is a place where monitoring doctors, nurses, 

expensive medical equipment and even hospital 

beds can be an overwhelmingly complex and 

challenging task, and being able to solve this 

quickly and easily can optimize workflows and, 

sometimes even lifesaving. 

IoT-based systems can be applied in a 

diverse range of healthcare subfields, including 

elderly patient care, chronic disease surveillance, 

etc. [6], [7]. Applications are divided into two 

groups: applications that related to a specific 

disease or infirmity and applications that relate to 

a number of diseases or conditions taken as whole. 

Below is an outline of healthcare services and 

applications using IoT, Fig 1. This list is 

inherently dynamic and can easily be enhanced by 

adding additional services with distinct features 

and numerous applications that span both groups. 

IoT technologies enable a variety of 

healthcare services where each service provides a 

set of healthcare solutions [8], [9]. In the 

healthcare context, there is no standard definition 

of IoT services. However, there may be cases 

where a service cannot be objectively 

differentiated from a particular solution or 

application. 

It can be seen that services are used to 

develop applications, while applications are used 

directly by users and patients. Therefore, services 

are developer-oriented, while applications are 

user-oriented. Along with IoT solutions, 

automatic identification technologies of medical 

devices are also rapidly evolving with innovative 

applications, especially in healthcare sectors [10]. 
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Fig. 1 IoT healthcare services and applications 

These technologies can reduce medical 

errors, improve patient safety, and increase the 

quality of medical services in hospitals [11], [12]. 

Through the automatic identification of people 

(patients or medical personnel) and objects 

(medical equipment, medical dressing, blood 

transfusion bags, etc.) this technology allows the 

identification, detection and tracking of entities 

security and other specific healthcare capabilities. 

Automatic identification technology can be used 

in the medical field in the followings ways: 

identifying a patient in emergency situations; 

measurements of patients’ vital signs (for 

example, patients with chronic diseases); 

recording significant medical information and 

transferring it to an electronic monitoring device; 

monitoring the elderly, even at home; asset and 

equipment monitoring; controlling the 

administration of drugs and blood transfusions, 

thus reducing medical errors in hospitals [8], [13]. 

The IMAMS research projects aims to 

develop a software for monitoring the operating 

status of the medical devices and provide an 

analysis of the main methods of automatic 

identification of medical equipment’s in a 

hospital. Methods based on barcodes, RFID tags 

and Smart Cards will be analyzed. Then a 

multicriteria analysis will be used to determine 

which is the most effective method. The main 

contributions of the paper are: 

• Description of the automatic 

identification methods: barcode, RFID 

and Smart card (Section 2); 

• Analysis of the methods based on 

multicriteria technique (Section 3). 

 

2. AUTOMATIC IDENTIFICATION 

METHODS 
 

The operation of any automatic 

identification system can be summed up in the 

following essential aspects: on objects, patients or 

medical personnel, there is a tag or card 

considered as transponder; when this tag or card 

reaches the range of the reader, the data is sent; 

next, the data is collected and processed. 

 

A. METHODS BASED ON BARCODE 

 

Barcodes are visual data representation in 

the form of images that can be two-dimensional 

(2D) matrices of dots and shapes or one-
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dimensional (1D) parallel lines [10]. The encoded 

information can be accessed using an optical 

barcode scanner that communicates with a system 

where the information is processed. A 2D barcode 

can integrate more data and is easier to scan than 

a 1D barcode [14]. Among the advantages of the 

barcode method are: low cost, high data capacity, 

integration of various data types and high fault 

tolerance. There are also some major drawbacks, 

including: sensitivity to the environment, low 

security and small storage capacity [10], [14]–

[16]. 

 

B. METHODS BASED ON RFID 

 

RFID is an identification system similar 

to barcode technology. Barcode systems require a 

reader and adhesive labels stuck on objects, while 

RFID requires a reader and special tags or cards 

attached/integrated to objects. The RFID 

technique uses a low-power electromagnetic field, 

with a working frequency in the radio frequency 

range, to read/write data [17]. This radio 

frequency field does not require a precise 

positioning of the object when reading, it 

penetrates any non-metallic material, without the 

need for direct contact, nor does the condition of 

direct visibility between the reader and the tag. 

RFID systems are generally composed of three 

components: a reader, a transponder (radio 

frequency tag) and a computer or any other data 

processing system. Unlike barcode, RFID tag is 

not sensitive to environment conditions, and it is 

also much more secure. However, the cost of 

reading units is quite expensive, and the 

implementation of such a system is time-

consuming [10], [14]–[16], [18]. 

 

C. METHODS BASED ON SMART CARDS 

 

A smart card is an integrated circuit card 

(ICC) which contains a microprocessor for data 

processing, a memory chip for operating system 

and temporary data and an input/output circuit for 

establishing communication with other devices 

(reader) [19]. The technical specifications of 

smart card technology are comparable to those of 

RFID, only that it comes with two major 

disadvantages: sensitivity to the environment and 

require making direct contact for reading [19]–

[22]. 

 

3. MULTICRITERIA ANALYSIS 
 

Considering the large number of criteria 

and the variety of options for each criterion of the 

comparative analysis presented in Table 1, it leads 

to increasing the difficulty in selecting the right 

automated identification method. As can be seen, 

there are twelve criteria that target the technical 

specifications of the barcode, RFID and smart 

card method. These technical specifications were 

synthesized withing the “IoT Medical Asset 

Management Software (IMAMS)” project. 

 
Table 1. Characteristics of barcode, RFID and smart 

card method  

 

Characteristic Barcode RFID Smart 

Card 

Data volume 

(bytes) 

1…128 16…64k 16…64k 

Data density 

(per surface) 

Low Very 

High 

Very 

High 

Data 

modifications 

(manual) 

Possible 

but 

limited 

Impossib

le 

Impossib

le 

The influence 

of dirt 

Very 

high 

No 

influence 

Medium 

The influence 

of non-

transparent 

coating 

Depends No 

influence 

Depends 

The influence 

of the reading 

direction/positi

on 

Low No 

influence 

Very 

high 

Lifetime Limited Unlimite

d 

Limited 

Reading unit 

acquisition cost 

Very low Medium Low 

Operating costs Low Practica

lly zero 

Medium 
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Unauthorized 

modification 

Possible Impossib

le 

Impossib

le 

Reading speed Low 

(4s/tag) 

High 

(0.5s/tag

) 

Low 

(4s/card) 

Maximum 

reading 

distance 

0…50cm 0…5m Direct 

contact 

 

Thus, in order to produce a single 

conclusion following the evaluation, or, on the 

contrary, with the aim of producing several 

conclusions adapted according to the method, in 

the following, the multicriteria analysis (MCA) 

will be used. This technique allows structuring 

and combining several criteria simultaneously in 

order to make a decision for a complex situation. 

So, for each individual criterion a score between 

0 and 100 will be assigned, where 100 means the 

most favorable case and 0 the worst case. Table 2 

shows the allocation of the score for each 

individual criterion. The weighting adopted is 

based on the Mean weight method, a straight 

forward weighting approach that considers all 

attributes equally important [23]. After 

constructing the matrix with the allocation score, 

the performance matrix is created, Table 3, where 

each criterion receives a weight expressed as a 

percentage, so that their sum is equal to 100%. 

The weights are distributed equally, each criterion 

having a maximum of 8.33%. 

 
Table 2. Score matrix  

 

Characteristic Barcod

e 

RFID Smart 

Card 

Data volume 

(bytes) 

100 50 50 

Data density (per 

surface) 

0 100 100 

Data 

modifications 

(manual) 

0 100 100 

The influence of 

dirt 

0 100 50 

The influence of 

non-transparent 

coating 

0 100 50 

The influence of 

the reading 

direction/position 

50 100 0 

Lifetime 0 100 0 

Reading unit 

acquisition cost 

100 0 50 

Operating costs 50 100 0 

Unauthorized 

modification 

0 100 0 

Reading speed 0 100 0 

Maximum 

reading distance 

50 100 0 

 

Table 3. Performance matrix  

 

Characteristic Barcod

e 

RFID Smart 

Card 

Data volume 

(bytes) 

8.33% 4.167% 4.167% 

Data density (per 

surface) 

0% 8.33% 8.33% 

Data 

modifications 

(manual) 

0% 8.33% 8.33% 

The influence of 

dirt 

0% 8.33% 4.167% 

The influence of 

non-transparent 

coating 

0% 8.33% 4.167% 

The influence of 

the reading 

direction/position 

4.167% 8.33% 0% 

Lifetime 0% 8.33% 0% 

Reading unit 

acquisition cost 

8.33% 0% 4.167% 

Operating costs 4.167% 8.33% 0% 
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Unauthorized 

modification 

0% 8.33% 0% 

Reading speed 0% 8.33% 0% 

Maximum 

reading distance 

4.167% 8.33% 0% 

TOTAL 29.16% 87.47% 33.33% 

 

The barcode and smart card method 

obtained a total score of approximately 30%, 

while the RFID method has a score of 87.5%. 

Based on the multicriteria analysis, it turns out 

that the RFID method is the most suitable for 

implementing an automatic identification system 

in the hospital field. This method presents major 

advantages compared to the one based on 

barcodes or smart cards in scope of identification 

of medical devices. The lack of sensitivity to the 

environment, of positioning in the case of reading, 

the life span and the reading speed make this 

method clearly superior to the presented methods 

in the work environment such as the hospital one. 

 

4. CONCLUSIONS 
 

Automatic data acquisition increases the 

value of the information in the system through 

real-time access to it. Most identification 

technologies require special operating conditions, 

as is the case with the barcode where an 

environment without optical interference is 

required, or smart cards that needs clean contacts 

to carry out the data transfer and must be handled 

by the operator.  

The RFID system based on transponders 

is ideal for contaminated environments, which can 

facilitate the transmission of pathogens found in 

hospital units. RFID tags and readers do not 

contain moving parts, the maintenance being very 

low, they can operate in the mentioned conditions 

for long periods of time without intervention. 

Moreover, RFID tags have extremely long 

lifetimes, typically exceeding the lifetime of the 

host object. Due to this reason, RFID system 

becomes the cheapest identification solution if it 

is evaluated in the long term. Compared to 

barcodes or smart cards, RFID tags are virtually 

impossible to copy. Therefore, they are suitable in 

applications with a high degree of security, such 

as the identification in a hospital.  

 

ACKNOWLEDGMENT 
 

The project IoT MEDICAL ASSET 

MANAGEMENT SOFTWARE (IMAMS) is 

financed by the Competitiveness Operational 

Program 2014-202, co-financed by the European 

Regional Development Fund, call code: 

POC/524/2/2/Supporting the increase of added 

value generated by the ICT sector and innovation 

in the field through the development of clusters, 

Action 2.2.1 call 2, Information and 

Communication Technology (ICT) priority axis 

for a competitive digital economy. 

 

REFERENCES 
 
[1] S. Orcioni, R. Pellegrini, R. Seepold, M. Gaiduk, 

N. M. Madrid, and M. Conti, “Medication adherence 

supported by mHealth and NFC,” Inform. Med. 

Unlocked, vol. 23, p. 100552, 2021, doi: 

10.1016/j.imu.2021.100552. 

[2] F.-C. Adochiei et al., “Electronic System for Real-

Time Indoor Air Quality Monitoring,” in 2020 

International Conference on e-Health and 

Bioengineering (EHB), Iasi, Romania: IEEE, Oct. 

2020, pp. 1–4. doi: 

10.1109/EHB50910.2020.9280192. 

[3] Md. M. Islam and Z. A. Bhuiyan, “An Integrated 

Scalable Framework for Cloud and IoT Based Green 

Healthcare System,” IEEE Access, vol. 11, pp. 22266–

22282, 2023, doi: 10.1109/ACCESS.2023.3250849. 

[4] M. Oproescu, V. G. Iana, N. Bizon, D.-C. Anghel, 

A. Sirghie, and O. C. Novac, “Mechanical ventilation 

device with adapted parameters to assist patients 

infected with the SARS-CoV-2 virus,” in 2020 12th 

International Conference on Electronics, Computers 

and Artificial Intelligence (ECAI), Bucharest, 

Romania: IEEE, Jun. 2020, pp. 1–6. doi: 

10.1109/ECAI50035.2020.9223128. 

[5] K. Ohashi, S. Ota, L. Ohno-Machado, and H. 

Tanaka, “Comparison of RFID Systems for Tracking 

Clinical Interventions at the Bedside”, MIA Annual 

symposium proceedings, vol. 2008, p. 525. American 

Medical Informatics Association, 2008. 

[6] N. Taimoor and S. Rehman, “Reliable and 

Resilient AI and IoT-Based Personalised Healthcare 

Services: A Survey,” IEEE Access, vol. 10, pp. 535–

563, 2022, doi: 10.1109/ACCESS.2021.3137364. 

[7] G. C. Seritan et al., “Guidelines for Small Size 

Samples Biostatistics in Current Medical Practice,” in 

2019 E-Health and Bioengineering Conference (EHB), 

Iasi, Romania: IEEE, Nov. 2019, pp. 1–4. doi: 

10.1109/EHB47216.2019.8970086. 



 

 
12    UNIVERSITY OF PITESTI SCIENTIFIC BULLETIN: ELECTRONICS AND COMPUTERS SCIENCE, Vol.23, Issue 2, 2023 

 

[8] M. M. Dhanvijay and S. C. Patil, “Internet of 

Things: A survey of enabling technologies in 

healthcare and its applications,” Comput. Netw., vol. 

153, pp. 113–131, Apr. 2019, doi: 

10.1016/j.comnet.2019.03.006. 

[9] F.-C. Adochiei et al., “Brain Mapping using a 

Blockchain Approach,” in 2019 E-Health and 

Bioengineering Conference (EHB), Iasi, Romania: 

IEEE, Nov. 2019, pp. 1–4. doi: 

10.1109/EHB47216.2019.8970089. 

[10] Y.-J. Tu, W. Zhou, and S. Piramuthu, “Critical 

risk considerations in auto-ID security: Barcode vs. 

RFID,” Decis. Support Syst., vol. 142, p. 113471, Mar. 

2021, doi: 10.1016/j.dss.2020.113471. 

[11] H. K. Bharadwaj et al., “A Review on the Role of 

Machine Learning in Enabling IoT Based Healthcare 

Applications,” IEEE Access, vol. 9, pp. 38859–38890, 

2021, doi: 10.1109/ACCESS.2021.3059858. 

[12] O. O. Okediran, “A SECURITY SCHEME FOR 

PATIENT INFORMATION PRIVACY IN DIGITAL 

MEDICAL IMAGING”, University of Pitesti 

Scientific Bulleting Series ECS, 19(2), 13-24. 

[13] F. C. Argatu, F. Constantin Adochiei, I. R. 

Adochiei, R. Ciucu, V. Vasiliki, and G. Seritan, “A 

Scalable Real-Time Biomonitoring Platform,” in 2019 

E-Health and Bioengineering Conference (EHB), Iasi, 

Romania: IEEE, Nov. 2019, pp. 1–4. doi: 

10.1109/EHB47216.2019.8970064. 

[14] B. Fan et al., “Improving continuous traceability 

of food stuff by using barcode-RFID bidirectional 

transformation equipment: Two field experiments,” 

Food Control, vol. 98, pp. 449–456, Apr. 2019, doi: 

10.1016/j.foodcont.2018.12.002. 

[15] Y.-C. Lin, W.-F. Cheung, and F.-C. Siao, 

“Developing mobile 2D barcode/RFID-based 

maintenance management system,” Autom. Constr., 

vol. 37, pp. 110–121, Jan. 2014, doi: 

10.1016/j.autcon.2013.10.004. 

[16] R. Ramanathan, U. Ramanathan, and L. W. L. Ko, 

“Adoption of RFID technologies in UK logistics: 

Moderating roles of size, barcode experience and 

government support,” Expert Syst. Appl., vol. 41, no. 1, 

pp. 230–236, Jan. 2014, doi: 

10.1016/j.eswa.2013.07.024. 

[17] J. Zuo et al., “RFID-based sensing in smart 

packaging for food applications: A review,” Future 

Foods, vol. 6, p. 100198, Dec. 2022, doi: 

10.1016/j.fufo.2022.100198. 

[18] W. C. Tan and M. S. Sidhu, “Review of RFID and 

IoT integration in supply chain management,” Oper. 

Res. Perspect., vol. 9, p. 100229, 2022, doi: 

10.1016/j.orp.2022.100229. 

[19] L. Catuogno, R. Gassirà, M. Masullo, and I. 

Visconti, “SmartK: Smart cards in operating systems at 

kernel level,” Inf. Secur. Tech. Rep., vol. 17, no. 3, pp. 

93–104, Feb. 2013, doi: 10.1016/j.istr.2012.10.003. 

[20] L. Sportiello, “‘Internet of Smart Cards’: A pocket 

attacks scenario,” Int. J. Crit. Infrastruct. Prot., vol. 26, 

p. 100302, Sep. 2019, doi: 

10.1016/j.ijcip.2019.05.005. 

[21] A. K. Gb, S. K. Kn, R. Prasad, R. Gatti, S. S. 

Kumar, and N. N, “Implementation of Smart Card for 

Vehicles Documentation Verification Using IoT,” in 

2021 International Conference on Recent Trends on 

Electronics, Information, Communication & 

Technology (RTEICT), Bangalore, India: IEEE, Aug. 

2021, pp. 965–969. doi: 

10.1109/RTEICT52294.2021.9573975. 

[22] R. Bankar, P. Gajbhiye, P. Selkari, S. Nilewar, M. 

Chandekar, and M. Titre, “A Review on IoT based 

Smart Card System for Students,” in 2020 Fourth 

International Conference on Inventive Systems and 

Control (ICISC), Coimbatore, India: IEEE, Jan. 2020, 

pp. 1–3. doi: 10.1109/ICISC47916.2020.9171219. 

[23] M. Şahin, “A comprehensive analysis of 

weighting and multicriteria methods in the context of 

sustainable energy,” Int. J. Environ. Sci. Technol., vol. 

18, no. 6, pp. 1591–1616, Jun. 2021, doi: 

10.1007/s13762-020-02922-7. 

 

 


